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Abstract

Recent investigations have demonstrated that deep neural networks are susceptible to subtly modified input data. This
paper introduces a novel untargeted white-box adversarial attack termed the dynamic programming-based sub-pixel
score method (SPSM) attack (DPSPSM). This technique modifies conventional gradient-based white-box adversarial
methods, which are typically restricted by a predetermined Hamming distance, by incorporating a dynamic
programming framework. The method is driven by a pixel score metric approach, the SPSM, which is developed
herein. Unlike traditional gradient-based adversarial attacks that introduce nearly imperceptible modifications across
the entire image, DPSPSM operates rapidly and maintains robustness by altering only a restricted number of input
pixels. The introduced algorithm quantizes the gradient updates using a score computed for every pixel, which
aggregates the contributions across all channels. Experimental outcomes indicate that the DPSPSM successfully
misleads the model, achieving a success rate of 30.45% on the CIFAR-10 test set and 29.30% on the CIFAR-100 test
set.
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Introduction

The escalating integration of machine learning (ML) has transformed contemporary technology, embedding its operations
into daily routines. Deep learning (DL) models have expanded beyond conventional uses like algorithmic optimization and
infrastructure planning, integrating themselves into daily human experiences [1] through virtual assistants [2],
personalized web advertising [3, 4], recommendation algorithms [5-7], clinical imaging [8-10], and natural language
processing [11, 12]. While their capacity for generalization and expressiveness underlies their success, these traits also
lead to unexpected behaviors. The internal mechanisms of these networks are buried within intricate mathematical and
statistical layers away from direct observation, rendering the identification of underlying biases and errors highly
challenging.

Recent evidence highlighting the susceptibility [13-16] of DL models to meticulously engineered input data creates safety
apprehensions regarding their deployment in high-stakes domains. Although these adversarial inputs trigger incorrect
model predictions, they appear completely uncorrupted to human observers. Notably, numerous attack methodologies
[13, 17-21] have been developed that successfully exploit these systems. Certain techniques operate effectively without
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requiring prior knowledge of the target network's architecture. Furthermore, identical sets of minor input modifications can
successfully degrade performance across multiple distinct models, revealing fundamental blind spots in our
comprehension of how these systems operate [22-24]. It is hypothesized that ML models establish decision boundaries
between different output classes to categorize incoming data, which introduces a degree of linearity within their expansive
decision spaces [13].

Motivation

Adversarial attacks represent a critical dimension of security research, as they expose fundamental challenges within
artificial intelligence and ML safety. Countering the widespread assumption that ML models operate primarily via non-
linear mechanisms, Goodfellow et al. [13] established that the linear tendencies of these networks within high-
dimensional spaces are precisely what create opportunities for adversarial exploitation. Although multiple defense
strategies [18, 25-30] have been evaluated and have provided moderate protection, they remain vulnerable to more
advanced and efficient attack methodologies.

Shamir et al. [31] introduced an adversarial generation technique based on a fixed Hamming distance constraint. While
this approach is more computationally complex and slower than traditional gradient-based methods, such as those found
in [13, 17], it presents an innovative strategy for modifying only a preselected arrangement of input components. This
concept is further reinforced by the efficacy of the one-pixel attack [32] against state-of-the-art ML models, which raises
concerns about the reliability of their achievements given their vulnerability to such minimal modifications.

In the field of digital image editing, Avidan and Shamir [33] demonstrated that successful image resizing necessitates
considering geometric limitations alongside an evaluation and integration of the underlying image content. They
introduced the seam carving technique, which facilitates content-aware image reduction and expansion.

The unusual vulnerabilities displayed by deep neural networks (DNNs) when subjected to adversarial attacks, such as
those documented in [13, 17-21], have motivated researchers to leverage rapid gradient-based approaches while
simultaneously restricting the scope of the applied perturbations. This premise is validated by findings in [13, 31, 32] and
is further corroborated by the evaluations conducted in this study. Our objective is to design a straightforward yet potent
adversarial attack that requires modifying only a few pixels, akin to [31], while matching the rapid execution speed found
in [13].

In this study, we introduce a white-box adversarial attack that leverages dynamic programming (DP). We first outline the
principles of pixel value manipulation, leading to the formulation of the sub-pixel score method (SPSM), which functions
as a pixel score metric. We detail the attack framework linked to this score, subsequently presenting the dynamic
programming-based sub-pixel score method attack (DPSPSM), which integrates the SPSM with DP. While this research
targets the generation of perturbations for image inputs within convolutional neural networks, subsequent investigations
could extend these concepts to alternate architectures, such as text-oriented recurrent neural networks. The DPSPSM
generates perturbations rapidly compared to the method in [32], yet alters only a limited number of pixels compared to the
approach in [13]. The introduced attack does not outperform these state-of-the-art methods in absolute performance
metrics; rather, it synthesizes their respective merits.

Contributions

This paper introduces a novel untargeted white-box adversarial attack, known as the dynamic programming-based sub-
pixel score method (DPSPSM) attack. This method adapts traditional gradient-based white-box adversarial frameworks
by constraining the search space within a fixed Hamming distance through a dynamic programming architecture. The
DPSPSM attack utilizes dynamic programming to locate and modify a minimal collection of pixels, specifically targeting a
single vertical seam within the image. This strategy markedly decreases computational costs compared to techniques that
rely on intensive iterative procedures or full-image modifications. For example, the one-pixel attack [32] utilizes differential
evolution (DE) to determine the optimal pixel for perturbation, a process that is computationally demanding and requires
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many iterations to converge. Conversely, DPSPSM couples a gradient-driven mechanism with dynamic programming,
enabling a more direct and computationally efficient execution. The authors present the SPSM to construct a score metric
map for every pixel in the image, which subsequently guides the DPSPSM attack. This attack serves as a gradient-based,
untargeted white-box method restricted to the space of visual perturbations.

The innovative nature of the DPSPSM attack stems from its focused targeting of a single vertical seam, which causes
minimal visual disruption while significantly degrading model accuracy. This subtle modification is essential for analyzing
the vulnerabilities of DNNs to adversarial samples. The reality that humans can seamlessly identify the correct content of
perturbed images while deep neural networks (DNNSs) fail to do so underscores a profound divergence between human
and machine visual processing systems. This variance challenges the dependability of contemporary DNN architectures
and points toward future research pathways centered on constructing models that better replicate human visual
processing. Such developments could markedly bolster the defense of DNNs against adversarial threats.

The primary contribution of this research is the DPSPSM, which produces perturbations rapidly, unlike the
computationally demanding and highly iterative method in [32]. Furthermore, while the FGSM [13] exhibits a superior
success rate, it accomplishes this by altering the entire image, representing a more discernible and less refined strategy
than the localized approach of DPSPSM. This distinction is vital for formulating defensive mechanisms against
adversarial threats, as it indicates that prioritizing localized, less conspicuous modifications could provide a more potent
means of defense. The proposed method does not surpass the success rates of state-of-the-art techniques like FGSM
[13] or the One Pixel Attack [32], but it fuses their unique advantages into a novel, fast, and constrained methodology.
This work is highly relevant to the adversarial machine learning community, as the arguments outlined and the
corresponding minimal changes enforced by DPSPSM show high efficacy in altering model predictions, as detailed in
Table 1. Additionally, the computational economy of DPSPSM relative to the One Pixel Attack highlights its viability for
scalability and deployment in resource-limited settings. This aspect of the research expands the ongoing dialogue
regarding adversarial machine learning and supports the design of more efficient, covert attack strategies, thereby
advancing our comprehension of the vulnerabilities inherent in deep neural networks (DNNSs).

Related Work

Adversarial attack

Machine learning models and deep neural networks (DNNs) have advanced significantly, augmenting critical practical
applications involving images [34, 35], videos, speech [36-38], voice [39, 40], text [41, 42], neural network dynamics [43],
and various other domains [44]. Despite these advancements, these networks remain highly susceptible and vulnerable
to diverse adversarial attacks [13, 14, 16, 17, 32, 45-51]. Furthermore, the engineered adversarial examples often
possess robust transferability across different network architectures [23, 24]. Although multiple defensive strategies have
been introduced, such as those in [18, 25-30], the robustness of newer attack mechanisms like [18, 52] has largely
rendered them ineffective.

Gradient based adversarial approach

Goodfellow et al. [13] introduced the Fast Gradient Sign Method (FGSM), a gradient-based attack rooted in the concept of
linearity within high-dimensional decision spaces. This methodology requires a forward pass through the input data to
compute the gradient at each constituent step, subsequently integrating a fraction of this gradient to produce adversarial
perturbations. Gradient-based attacks [13, 17, 18, 22, 25, 27, 53] feature rapid computational speeds because they only
necessitate a single forward pass over the model; however, they modify every pixel within the target image. The proposed
DPSPSM leverages this rapid gradient-based framework while concurrently restricting the number of altered pixels.
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Fixed length disturbance based adversarial approach

Su et al. generated adversarial examples using Differential Evolution (DE) by modifying only a single pixel [31], bypassing
the challenges of perceptibility measurement and expanding upon the principle of fixed-length disturbances [31, 54, 55].
The potency of this attack is demonstrated by the difficulty in identifying the introduced perturbation. Nonetheless, DE is
computationally intensive and demands numerous iterations to achieve convergence. Conversely, DPSPSM integrates
the concept of localized, fixed-length modifications while preserving the rapid computational execution characteristic of
gradient-based frameworks.

Content aware image resizing

Avidan and Shamir demonstrated that efficient image resizing should extend beyond merely adhering to geometric
constraints. To address this, they introduced Seam Carving [33], a content-aware image resizing methodology applicable
to both expansion and reduction. This technique highlights the utility of dynamic programming within digital image
manipulation. In our work, we adapt this dynamic programming approach to establish the underlying structural
modifications required in the image for the DPSPSM framework.

Relevance

DPSPSM aims to fuse the robustness and celerity of the gradient-based framework [13] with the efficacy of a predefined
Hamming distance constraint [31], utilizing the dynamic programming principles established in [33]. Although FGSM [13]
is effective and computationally elementary, it still adjusts every pixel of the input image. In contrast, DPSPSM seeks to
manipulate only a predetermined set of pixels within the input image to successfully deceive the target models.
Furthermore, DPSPSM differs fundamentally from the one-pixel attack [32]; the latter relies on differential evolution,
whereas DPSPSM utilizes gradient-based calculations coupled with the dynamic programming framework outlined in [33].
While the black-box nature of the one-pixel attack provides resilience, the computational overhead required by DE is
substantial. The gradient-based process of DPSPSM, although a white-box attack, necessitates only a direct forward
pass.

The objective of DPSPSM is not to challenge the aforementioned state-of-the-art attacks, but rather to substantiate the
efficacy and simplicity of enforcing modifications on a strictly constrained number of pixels via a gradient-based scheme
that synthesizes the advantages of both worlds.

Materials and Methods
Introduction

The generation of adversarial images can be framed as a constrained optimization problem. The goal is to introduce
perturbations to the pixels of an original image such that the visual presentation remains fundamentally unchanged, yet
the model's predicted class label shifts to an incorrect category.

Two primary approaches are typically employed to achieve this objective:

1. Fixed LO norm (or Hamming distance): This strategy restricts the total number of pixels available for perturbation,
while placing no constraints on the magnitude of those individual perturbations.

2. Fixed LK norm: This strategy permits adjustments across all pixels, but enforces a global constraint on the
cumulative magnitude of the applied disturbances.

This study adopts the Fixed LO nhorm methodology, meaning the generation process is bound by a constraint on the total
number of pixels permitted to undergo modification.
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Let J(x, 6, y) denote the cost function utilized during neural network training to achieve accurate image classification,
where x represents the input pixel vector (corresponding to the original source image), 8 represents the learned network
weights, and y denotes the ground-truth output label.

Following network training, the optimized weights 8 remain static, while we adjust the input image pixels to introduce
perturbations that shift the model prediction as far as possible from its authentic value, thereby generating adversarial
inputs. Stated another way, the probability of the modified image being assigned to its true class must be minimized.
Because this work introduces an untargeted attack, the specific incorrect label assigned to the perturbed image is
irrelevant, provided it differs from the true class label.

This formulation is equivalent to maximizing the original loss function J(x, 8, y) treating x as the parameter of interest
instead of 8 (which remains constant), subject to a constraint on the number of pixels allowed to change in x, as
formalized in Eq. 1:

maxintise [(x, #)
( L ) (1)
subject to H(x,xp) < K

where:

e X is the original input image undergoing perturbation.
e H(x, To) is the Hamming distance between x and x0, representing the number of pixels in which they differ.

o Kis a predefined upper bound restricting the maximum number of pixels permitted for perturbation.

Perturbation rule: 0—255 approach

To establish a transparent foundation, we initiate the discussion of our perturbation methodology using a first-order Taylor
expansion of the loss function. As posited by Goodfellow et al. [13], the decision boundaries of models within high-
dimensional spaces are piecewise linear, and this characteristic serves as the foundation for the existence of adversarial
examples. Our objective cost function J(x, 8, y) can be approximated via the first-order term of the Taylor series
expansion, as expressed in Eq. 2:

1(x,8,y) = J(x0,0,¥) + (x —x0) Vi J(x0.8,1) (2)

Given that (xo, 0,) (the initial prediction cost) is a fixed constant, maximizing (x, 0,), simplifies to maximizing the term
(x—x0)VXJ(x0, 6,y), subject to the primary constraint of K pixels. This operation essentially calculates the weighted sum of
sub-pixel perturbations scaled by their respective sub-pixel gradients.

Our perturbation framework depends directly on the gradient, V, of the cost function (x, 8,) computed with respect to the
sub-pixels. By operating under the assumption that the perturbation rule is derived from a first-order Taylor expansion of
the loss function, the monotonicity of the gradient relative to the sub-pixel is inherently satisfied.

We employ a straightforward gradient-driven perturbation technique. A sub-pixel is defined as an individual channel
component of a given pixel. Consequently, in an RGB image, each pixel comprises a Red (R), Green (G), and Blue (B)
sub-pixel, which collectively define the pixel's color presentation. By adjusting a single sub-pixel or all sub-pixels within a
pixel, we directly alter the resulting illumination of that pixel.

The gradient, V, yields the trajectory required to navigate the N-dimensional space (N being the total number of sub-
pixels in the input image) to achieve the steepest increase (or decrease) in the loss. The sign of the gradient relative to
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each input sub-pixel dictates whether that specific sub-pixel value must be increased or decreased to elevate the
prediction cost.

Because we operate under a fixed LO norm constraint and do not restrict the perturbation magnitude of an individual sub-
pixel, our methodology drives the value completely to its operational extremes: either up to 255 or down to 0. This
directional assignment depends entirely on the sign of the gradient, reflecting whether the gradient indicates an increase
or decrease for that specific sub-pixel value.

We utilize the notation ic to index the sub-pixel corresponding to the ¢”* channel of the i pixel.

Accordingly, we formalize the updated value of the sub-pixel, x(ic), as defined in Eq. 3:
255, ifsgn(V(i;)) =1

ylic) =40, ifsgn(V())=-1 (3
x(ig), ifsgn(V(i;))=0

where:

(i) is the ultimate value of the iih sub-pixel.

e (i) is the initial value of the iih sub-pixel.

V(i.) is the calculated gradient of the iéh sub-pixel.

(x) is the sighum function.

The perturbation rule detailed in Eq. 3 serves as the core mechanism within the DPSPSM framework for modifying pixel
values.

Sub-pixel scoring method

A Preliminary score measure for pixel selection

Because our attack is restricted to modifying a maximum of K pixels, as formulated in (1), we require a strategy to assign
a score to each sub-pixel. This scoring mechanism will subsequently enable the optimal selection of pixels for the
DPSPSM framework.

Derived from the perturbation rule established in (3), a straightforward yet reasonable strategy for scoring each sub-pixel,
(i), is defined as follows:

255 — x(ic), if sgn(V(ic) =1
D(ic) =1 x(ic), if sgn(V(ie)) = -1 (4
0, if sgn(V(i;)) =0

where:

e (i.) represents the score computed for the sub-pixel.
e V(i.) is the gradient corresponding to the sub-pixel.

e (x) is the signum function.
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The value (i;) serves as a metric indicating the maximum allowable variation permitted for the sub-pixel, conditioned on
the sign of the gradient V. Intuitively, sub-pixels capable of undergoing greater degrees of modification according to the
gradient—thereby driving a larger increase in the overall prediction loss—are assigned higher priority.

Improving the score

Adding gradient magnitudes

The initial scoring technique formulated in (4) considers only the direction of the gradient and the allowable range of sub-
pixel perturbation. However, it becomes apparent that the actual magnitude of the gradient can serve as an effective
heuristic, yielding richer informational value than what is conveyed by the sign alone.

Consequently, we refine the score for the (i) sub-pixel,iih ,in Eq. 5:

|V (i) * (255 — x(ic)), if sgn(V(i)) =1
D(ic) = |Vic)| = x(ic), if sgn(V(ic))=-1 ()
0, if sgn(V(ic)) =0

Vectorizing the Score

The maximum allowable perturbation magnitude, which functioned as our preliminary score metric in (4), can be unified
into a single mathematical expression, F(i.), for instances where the sign of the gradient is either positive or negative
(excluding zero), as shown in (6):

_ (14 sgn(V(i)) (255 — x(ic)) + (1 —sgn(V (ic)))x(ic)
2

F(ic) (6)

To refine this further, two objectives must be met: pixels possessing a gradient of zero must be prevented from yielding a
non-zero value through this expression, and the magnitude of the gradient must be integrated. Both constraints are
satisfied by multiplying the expression by the single term |V(i.)|, which represents the absolute value of the gradient.

This yields the unified expression formalized in Eq. 7:
D(i) = [V(ic)| + F(ic) (7)

Which can be expanded into Eq. 8:

Dyiz) =|T{f¢}

([1 + sgn(V(ic))) (255 — x(ic)) + (1 — sgar{?[r}]}}x[r}]) ®)
2

This expression simply computes the product of the gradient magnitude and the maximum allowable perturbation value
for the izh sub-pixel. Crucially, this formulation can be vectorized to accelerate the score computation for every sub-pixel
across the input image matrix.
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Combining Sub-Pixel Scores

Given that all C sub-pixels of a pixel (C denoting the total number of color channels) are interdependent and mapped to
the same spatial coordinate, they cannot be selected independently. Ultimately, the modifications introduced by our attack
must manifest at the pixel level rather than across isolated sub-pixels. For the i pixel, choosing either a single sub-pixel
or all C sub-pixels for the DPSPSM implies that the pixel itself has been selected. Therefore, the selection algorithm must
operate on entire pixels rather than sub-pixels.

To facilitate this pixel-level operation, we assign a structural score to each pixel by computing the mean of all its
constituent C sub-pixel scores. This averaging approach ensures that every individual sub-pixel contributes equally to the
final selection metric of its parent pixel.

Consequently, for the i pixel, we formalize the score Score(i) in Eq. 9:

C
LDI'FH.:IIIIZH +sgn(V(i)) (255 — x(i.)) + (1 —sgn(V (i) )x(ic)) ©)
D(i) ==

2C

where:
(i.) denotes the sub-pixel corresponding to z'f:h sub-pixel.

o V(i) signifies the gradient computed for the if:h sub-pixel.
e (x) is the signum function.

o C represents the total number of channels.

The metric produced via Eq. 9 is defined as the SPSM score of the i pixel in the image. This score is subsequently
utilized to guide pixel selection within the proposed DPSPSM attack framework.

We also assessed a basic adversarial approach based exclusively on the SPSM metric—termed the SPSM attack—by
sorting pixels in descending order according to their SPSM scores, selecting the top K instances, and modifying these K
pixels via the transformation function detailed in (3). The model evasion success rates corresponding to varying values of
K for the SPSM attack on the CIFAR-10 dataset [35] are provided in Table 1. Setting K=30 on the CIFAR-100 dataset [35]
produced a success rate of 35%. As these findings demonstrate, localized clustering of perturbations can occur under a
greedy approach, which risks degrading the image to a degree that compromises human recognition of the underlying
subject.

Dynamic programming based SPSM attack—DPSPSM

As established in the preceding section, a basic attack strategy that greedily selects the top K pixels according to their
raw SPSM scores can scatter perturbations haphazardly across the image or concentrate them within a narrow zone.
This compromises semantic clarity and harms human perception. A more structured and localized arrangement is
required to constrain the perturbations, preserving the visual characteristics and semantic integrity of the image.

We employ dynamic programming to build the baseline path for these perturbations, utilizing a strategy adapted from the
seam carving methodology [33] designed for content-aware image resizing. A vertical seam is defined as a contiguous
path of pixels extending from the top row of an image to the bottom row, where the path may shift left or right by a
maximum of one pixel or maintain its column position when moving between adjacent rows. Consequently, for any given
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pixel, the algorithm evaluates at most the three adjacent pixels located directly above it. While our experiments focus on
generating vertical seams, horizontal seams can be constructed using an analogous approach. This seam minimizes the
visual footprint across the image space while systematically exploiting the vulnerabilities of deep learning models within a
structurally coherent format. The resulting seam isolates exactly one pixel per row.

The operational pipeline for seam generation is organized as follows. First, the Sub-Pixel Score Matrix (SPSM) of the
target image is calculated using Eq. 9. Next, dynamic programming is applied directly to this generated SPSM to isolate
the optimal path.

The coordinates of the i”* pixel are represented as (i, iy), where ix denotes the row index and i, denotes the column
index. The notations i and (i,, i,) are used interchangeably to refer to the same pixel location.

Therefore, we establish the matrix constraints based on the spatial dimensions of the image:

1 < iy<H
1<iy < W

where:

e H represents the total height of the input image.

o W represents the total width of the input image.

We now define the dynamic programming matrix, DP, and the parent tracking matrix, P, utilized within the DPSPSM attack
framework. Let (i) denote the dynamic programming accumulative score computed for the i pixel. The value of (i) is
determined using the recurrence relation defined in Eq. 10:

D(i), ifix=1

P = DP(i ) =
P = DE e by) {U{r’j +max(DP(ix—y, iy—1) DP(is—1.iy), DP(iz_1,iys1)), otherwise (10)

where:
o (i) is the localized SPSM score of the i pixel derived from Eq. 9.

Thus, (i) aggregates the baseline SPSM score of the i pixel and the maximum cumulative DP value from its three
adjacent neighbors in the preceding row. These three adjacent neighbors share either an edge or a vertex with the target
pixel. Consequently, for a pixel situated at row ix and column iy, the valid adjacent neighbors are located at row ix - 1
across columns iy - 1, iy, and iy + 1. Because pixels in the first row (ix = 1) lack an overarching row, their initial scores are
set equal to their baseline SPSM scores.

We further define (i) to track the specific adjacent pixel in the row directly above the " pixel that contains the maximum
associated value. Accordingly, (i) is calculated using Eq. 11:

P(i) = argmax(DP(j) | jy € {iy—1.dy.iy41})
y . (11)

Therefore, Egs. 10 and 11 are evaluated sequentially to construct the full profiles for (i) and (i).
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After completing the forward traversal across all rows, the optimal seam designated for adversarial perturbation is
determined by evaluating the final row of the image. The pixel yielding the maximum cumulative value for (i)is selected
where i,=height, and each of its constituent sub-pixels is modified according to the transformation rule formalized in (3).

Next, the algorithm backtracks to the row immediately above this position. We isolate the parent pixel denoted by (i) for
the current pixel, and perturb its sub-pixels using the same strategy outlined in (3). The tracking reference i is then
replaced by its parent, (i) . This backtracking process is repeated iteratively until the algorithm reaches the initial row (ix =
1).

This operational workflow can be structured as follows:

1. Select the initial pixel i such that (i) is maximized subject to the constraint i,=height.

2. While i,>0:
o Perturb the sub-pixels of the current pixel i via Eq. 3.
Update the pixel index to its parent: i=(i)

Through this sequence, we construct a cohesive vertical seam that extends from the upper boundary of the image down
to its baseline. This identical procedure can be configured symmetrically to yield a horizontal perturbation seam.

Our methodology minimizes the total number of modified pixels, satisfying the constraints discussed by Shamir et al. [31],
while executing via the rapid gradient-based framework introduced by Goodfellow et al. [13] and adapting the dynamic
programming seam carving principles developed by Avidan and Shamir [33].

The systemic pipeline for the DPSPSM framework is illustrated in Figure 1 and formalized in Algorithm 1.
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Input: CIFAR 10 image dataset containing image X and labels Y, CNN VGG16 network

Output: Perturbed Images

Get_Subpixel_Score_Matrix(X, G) :

P « Sign(G)
Normy + X/255
G + normalize(G)

Subpixel_Score + (abs(G)» ((14+ P)«(1=G)+(1=P)=«G))/2

Subpixel_Score_Malrix
+ Subpixel_Score|0,:,:,0] + Subpixel_Score|0,:,;,1]
+Subpixel_Score [0,:,:,2]

return Subpixel_Score_Malrix

Caleulate_Max_Subpixel_Score(SSM) :

Xmm, = 55M

Parent + [0: 0]

for row in 1. Xpairiz,,, [0] :

for col in 1...:-:,”,.;,*_[1] -

Index +« argmax( X iy [row = 1, col =1 : col + 2|
Parent|row, col] « Index + col =1

Xinatrix [row, coll+ = Xmpatrix[row =1, Index + col = 1)
relurnt Xyairiz, Parent

Xperturbed + [|

1. foriinl...N:

10.

S
—
9

12
13.

e e RN

G + gradient yeoq6(X[i], Y]

SSM « Get_Subpixel_Score_Matrix(X[i], G[i])

X|i)uatrix. Parent|i] + Calculate_Max_Subpixel_Score(SSM)
P + sign(Gl[i])

X[) perturpea — X1

j &= argmax(X[i]_il=1])

for row in X[il 4, 10]....1:
x[f]ptriurbndlrﬂwr .fn ﬂ] 255 I:.fp[rﬂw, f, U] ==1else 0
x[f]mfwmh‘m- j. 1] & 255 if Plrow, j, 1] ==1else 0
X[ perturbealrow, j,2) <255 ifP[row, j, 2] == 1else 0
j = Parent[i][row, j]

14, return Xperturbed

Algorithm 1. Dynamic programming Based SPSM attack-DPSPSM
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Generate Sign of
Gradient Matrix

L J

Generate Sub - Pixel
Score Matrix

Feo 901 ((1 + 59n(v01))) (255 -\@) + (1= 5gn(v6)) x0))
2C N

D(i) =

Generate Seam using
Dynamic Programming

D(i), if iy= 1
D(i) + max (DP(iy-y. iy, ). DBEZTT 1y ). DP(is-1.iyey) ) . Ot herwise
P(l) - argmfx(pp(;)l;r € “r- [ -ycl

a—""’i'r
|
]
|
|

DP(i) = DP(i,.iy) = {

Make Changes to selected Seam

253 L, ifsgn(V(i) =1)
(i) = 0 Jifsqn(V(ie) = =1)

z(1.) .otherwise

-
P

Figure 1. Flow describing the Dynamic programming based SPSM attack—DPSPSM.
The sequential breakdown of the operations in Figure 1 is detailed below:

e Step 1: Generate Sign of Gradient Matrix: This initial phase involves computing the gradient of the loss function
with respect to every sub-pixel in the image. This gradient vector dictates the precise directional adjustment required
for each sub-pixel to drive the steepest increase in the loss function.

e Step 2: Generate Sub-Pixel Score Matrix: In this phase, a score matrix is constructed for every sub-pixel across
the image. However, because all constituent sub-pixels of a single pixel (such as the red, green, and blue color
channels in a standard RGB image) are physically linked to the same spatial coordinate, they cannot be evaluated
independently. This dependency is critical since the ultimate adjustments introduced by the attack manifest as
alterations to full pixels rather than isolated sub-pixels. The metric derived via Eq. (9) establishes the SPSM score for
the i-th pixel, which subsequently guides the pixel selection mechanism within the proposed DPSPSM attack.

e Step 3: Generate Seam Using Dynamic Programming: During this stage, dynamic programming is executed to
discover a continuous path of pixels—a seam—stretching from the top edge of the image to the bottom. The
optimization objective is to isolate a path that maximizes the cumulative sum of the sub-pixel scores along the
traversed route.

Seam generation process

We leverage dynamic programming to construct the structural trajectory of the perturbations. A vertical seam is defined as
a sequence of pixels extending from the top row of the image to the bottom row, shifting left or right by at most one
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column or remaining within the same column during the transition between adjacent rows. For any given pixel, the
algorithm evaluates a maximum of three preceding neighboring pixels located directly above it.

1. Initialization: For the first row (ix = 1), DP(i) is set directly to the baseline SPSM score of the pixel, as no overriding
rows exist.

2. Recurrence Relation: For every subsequent row, DP(i) is computed via Eq. (10) as the sum of the current pixel's
SPSM score from Eq. (9) and the maximum cumulative DP value among the three adjacent pixels in the row
immediately above.

3. Parent Tracking: The matrix P(i) utilizes Eq. (11) to store the spatial index of the specific pixel in the preceding row
that produced the maximum cumulative DP value.

Seam selection

Once all image rows have been processed, the final perturbation path is isolated by evaluating the pixels in the bottom
row. The pixel exhibiting the largest DP(i) value in the last row is chosen, and its sub-pixels are modified according to Eq.
(3). We then retrace the optimal path back up through the image by referencing the parent matrix P(i):

1. Start from the Bottom: Identify the pixel in the final row that yields the maximum value for DP(i).

2. Trace Back: Follow the pointers stored in P(i) to navigate backward to the top row, applying the sub-pixel
perturbation rule to each selected pixel along the path.

This execution scheme ensures that the resulting seam spans seamlessly from the top boundary to the bottom boundary
of the image, selecting exactly one pixel per row. The framework can be adapted to produce a horizontal seam if required.
This strategy minimizes visible alterations while effectively exploiting the underlying vulnerabilities of deep learning
models.

e Step 4: Make Changes to Seam Selection: Once the optimal seam path has been isolated, the sub-pixels
belonging to the pixels along this seam are perturbed based on the calculated scores using the transformation rule in

Eq. (3).

By executing this sequence of steps, the algorithm successfully constructs a structured perturbation in the shape of a
continuous seam, maximizing adversarial degradation while preserving visual fidelity. Randomness within the
perturbations is maintained because the specific pixels selected for modification are not rigidly predetermined; instead,
they are dynamically isolated for each image based on its unique mathematical characteristics. This ensures that the
applied noise is custom-tailored to the image. Furthermore, the magnitude of pixel adjustment is inherently dependent on
the algorithmic output, enabling adaptive perturbations that maximize adversarial efficacy.

The source code for the DPSPSM implementation can be accessed at:
https://colab.research.google.com/drive/IW1KV3gJrGewuz5SzYyD8qg3LxugVhsyY?usp=sharing#scrollTo=0ty48n-
HhNcg (accessed on 15 January 2024).

Table 1 details the empirical success rates of the DPSPSM attack evaluated on the CIFAR-10 dataset [35]. The DPSPSM
achieves an evasion success rate of 30.45% on the CIFAR-10 dataset [35] and 29.30% on the CIFAR-100 dataset [35].

Results and Discussion
Datase

The CIFAR-10 dataset [35] comprises 60,000 color images of size 32 x 32 distributed equally across 10 distinct
categories, amounting to 6000 images per category. This collection is partitioned into 50,000 training samples and 10,000


https://colab.research.google.com/drive/1W1KV3gJrGewuz5SzYyD8qg3LxuqVhsyY?usp=sharing#scrollTo=0ty48n-HhNcg
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testing samples. Similarly, the CIFAR-100 dataset [35] shares the same structural framework as CIFAR-10, but contains
100 classes with 600 images allocated to each. For every class in this dataset, there are 500 images designated for
training and 100 images for testing.

Results

DPSPSM is classified as a white-box adversarial attack. This implies that the method leverages the internal architecture
and parameter values of the target network rather than treating it as an opaque black box.

The computational simulations were executed on a virtual machine provided via Google Colab. The evaluation utilized the
VGG-16 [56] architecture evaluated against the test sets of both CIFAR 10 [35] and CIFAR 100 [35]. The baseline
accuracy of the uncorrupted VGG-16 model reached 93.80% on the clean CIFAR 10 test set and 70.5% on the CIFAR
100 dataset. The efficacy of an adversarial method is defined as the mathematical difference between this baseline
performance and the degraded accuracy recorded after deploying the respective attacks on the test data. Table 1
outlines the attack success rates for the SPSM method, the proposed DPSPSM technique, the One Pixel Attack [32], and
the FGSM [13] approach when evaluated on the CIFAR 10 dataset [35]. For the CIFAR 100 dataset [35], the SPSM
Attack (configured with K = 30) demonstrates a success rate of 35%, whereas the DPSPSM attack attains an efficiency of
29.30%. The data compiled in Table 1 indicates that while DPSPSM achieves performance metrics closely trailing the
One Pixel Attack [32], it does not outperform either it or FGSM [13]; nevertheless, DPSPSM offers a substantial reduction
in computational requirements compared to the one-pixel method. Furthermore, while FGSM injects perturbations across
the entire image space, DPSPSM restricts its modifications to a single vertical seam.

Figure 2 illustrates the adversarial examples produced by applying the SPSM attack with parameter settings of K = 10 (a)
and K = 30 (b) to images from the CIFAR 100 dataset. The visuals demonstrate that localized clusters of perturbations
may emerge, occasionally obscuring the target features to such an degree that even human observers struggle to
correctly distinguish the primary subject.

Table 1. Results of Attacks on CIFAR-10 [35] test data set.

Attack Name Success Rate (%)
SPSM Attack (K = 10) 10
SPSM Attack (K = 20) 21.5
SPSM Attack (K = 30) 325
DPSPSM Attack (Proposed Attack) 30.45
One Pixel Attack [32] 31.40

FGSM [13] 90.93
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Figure 2. Examples of perturbed CIFAR-100 images generated using the SPSM attack with K = 10 (a) and K = 30 (b)
along with the predicted label and corresponding confidence.
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Figure 3 displays the adversarial images produced from the CIFAR-10 dataset utilizing the DPSPSM method. Meanwhile,
Figure 4 highlights the efficacy of the introduced attack scheme when applied to the CIFAR-100 dataset.
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The empirical findings of this analysis emphasize the narrow margin between adversarial attack potency and human
visual detection. The DPSPSM method illustrates a highly strategic mechanism by isolating its perturbations to a single
vertical seam. Though visually subtle, this targeted approach causes a sharp drop in model accuracy. Uncovering these
low-perceptibility modifications is vital for identifying how deep neural networks fail when exposed to adversarial
perturbations. The fact that human eyes effortlessly recognize the distorted images while the digital models fail
underscores a fundamental divergence between biological visual processing and DNN architectures. This discrepancy
exposes weaknesses in contemporary deep learning models and points toward prospective avenues of study focused on
constructing networks that better replicate human visual systems, thereby bolstering their defenses against adversarial
inputs.

Discussion, limitations and future work

The introduced methodology is meaningful because it establishes and explores a novel framework for disrupting DNNSs,
thereby prompting a reassessment of current network operations and training methodologies. While FGSM [13] effectively
fulfills the demand for rapid, gradient-based attack vectors, the efficacy of both the one-pixel attack [32] and the fixed
hamming method [31] reinforces the validity of utilizing localized alterations. Our experiments further validate the premise
that DNN classification relies heavily on a limited subset of pixels; instead of deploying the highly potent but
computationally expensive Differential Evolution (DE) algorithm characteristic of the one-pixel attack [32], DPSPSM
operates by isolating and exploiting image gradients and their constituent sub-pixel values. The rapid execution of the
DPSPSM algorithm coupled with these experimental successes exposes systemic vulnerabilities within these models,
underscoring the susceptibility of state-of-the-art DNNSs to relatively straightforward exploits.

Although the four adversarial techniques (compiled in Table 1) are all designed to deceive deep neural networks through
minimal image alterations, their internal algorithms yield contrasting levels of computational efficiency, as detailed in

Table 2.

Table 2. Comparative Analysis of Adversarial Attack Methods.

Aspect SPSM One Pixel Attack DPSPSM FGSM
Methodology Sub-Pixel Score Method Differential Evolution Dynamic Programming Gradient-based
(DE) (DP) combined with technique

gradient variation

Perturbation Adjusts top-K pixels Alters a single pixel Changes a vertical seam  Perturbs all pixels
Strategy according to SPSM through iterative using a structured using gradient
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scoring optimization optimization process signals
Computational Moderate, as it involves High, due to many Lower, since it relies on Low, because it
Overhead selecting and modifying iterations required by  direct computation via DP uses a single
top-K pixels DE and gradients forward pass
Efficiency Efficient, but Computationally Computationally efficient  Highly efficient due
perturbations may be expensive due to by directly exploiting to direct use of
scattered, reducing repeated iterations gradient information gradient information

overall effectiveness

The DPSPSM framework utilizes dynamic programming to isolate and alter an optimized array of pixels, targeting a
singular vertical seam across the image. This strategy drastically minimizes computational latency relative to alternative
methodologies that depend on extensive iterative adjustments or global image modifications. For comparison, the One
Pixel Attack relies on Differential Evolution (DE) to determine the best single pixel for corruption—a process that is
computationally intensive and demands numerous iterations to achieve convergence. Conversely, DPSPSM merges a
gradient-driven framework with dynamic programming, facilitating a direct and more accelerated calculation.

Despite its ability to compromise an image via a single pixel modification, the One Pixel Attack demands heavy
computational assets due to the cyclical optimization inherent to DE. Every individual loop necessitates evaluating the
classification impact of changing various candidate pixels, a process that becomes resource-intensive for high-
dimensional data matrices. In contrast, DPSPSM determines the Sub-Pixel Score Method (SPSM) metric for every pixel
unit and applies dynamic programming to establish the optimal path for alteration. This procedural pipeline constrains the
total number of required mathematical operations by tracking a precalculated trajectory (the seam) rather than analyzing
the entire multidimensional image space.

The performance evaluations documented in Table 1 of this study illustrate the comparative success rates observed on
the CIFAR-10 test data. The One Pixel Attack secures a success rate of 31.40%, whereas the proposed DPSPSM
reaches a comparable effectiveness of 30.45%. Notwithstanding this marginal divergence in success metrics, the
computational speedup offered by DPSPSM represents a major operational benefit. The Fast Gradient Sign Method
(FGSM), representing another gradient-dependent mechanism, adjusts the complete image profile to achieve a superior
success rate of 90.93%, but does so by altering every pixel, which demands significantly more computational effort.

The reduced computational footprint of the DPSPSM algorithm makes it highly applicable for contexts requiring
immediate adversarial generation, including real-time systems or high-throughput adversarial training pipelines. The
capacity to generate rapid perturbations without suffering a major drop in success metrics offers an optimized trade-off
between processing overhead and attack potency. This operational efficiency indicates that the DPSPSM framework can
be effectively scaled up to accommodate larger datasets and increasingly intricate architectures without incurring
unsustainable computational costs.

Our primary objective is to investigate a novel methodology for compromising these models in an accelerated yet potent
manner. The observable degradation in model accuracy validates our assertion that these DNNs rely on hidden signals
during their training phase; these signals frequently diverge from typical human visual perception, yielding exceptional
performance on trained and homogeneous images while simultaneously leaving the models defenseless against
adversarial manipulations.

The utility of the introduced framework is constrained by its classification as an untargeted white-box attack. In real-world
scenarios, the underlying parameters of the target architecture are frequently inaccessible, which would render this attack
ineffective since it depends on pixel gradient calculations. To mitigate this limitation and transition the framework into a
black-box attack, optimization methodologies such as Bayesian optimization [56] could be employed to pinpoint the target
pixels for perturbation. Another critical component requiring optimization is the maximum channel intensity currently
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applied to the altered pixels. Modifying the channel intensity of a highly restricted subset of pixels [32] has been proven to
deceive networks with high confidence metrics. Within the DPSPSM framework, channels are driven to extreme values
determined by the sign of their computed gradients; nonetheless, additional empirical studies are necessary to evaluate
the consequences of moving fractional distances along these gradient vectors—akin to the mechanism used in FGSM
[13]—thereby adjusting the sub-pixel to an intermediate value rather than an extreme one. This highlights another critical
observation: although the primary object within the image remains easily discernible and unambiguous to a human
observer, the human eye can still detect the alterations due to the extreme shifts in sub-pixel intensity. We intend to
modify this extreme adjustment phase by implementing an alternative technique. Rather than assigning extreme values,
the target pixels will be colored based on their local surroundings using a specific mathematical function. Consequently,
human observers will be unable to perceive the intentional modifications, even as the attack successfully deceives the
underlying models.

Our subsequent research will focus on resolving these specified constraints and exploring methods to minimize the
Hamming distance to match the conditions of the one-pixel attack [32] through a streamlined, high-speed gradient
process. Future investigations could likewise expand the DPSPSM framework to alternative neural network structures,
such as Recurrent Neural Networks (RNNs) and Transformer models, particularly for applications within natural language
processing (NLP) and speech recognition. Furthermore, it is essential to analyze the structural resilience of DPSPSM
across diverse deep neural network (DNN) topologies beyond VGG-16, including ResNet, Inception, and EfficientNet. To
maximize the potency of DPSPSM, we recommend refining the Sub-Pixel Score Method (SPSM) by integrating advanced
heuristics or machine learning algorithms capable of more precisely forecasting the consequences of pixel perturbations.
Deploying parallel and distributed computing frameworks could also substantially minimize the runtime required to
synthesize adversarial samples. Additionally, a rigorous benchmarking of DPSPSM against alternative state-of-the-art
adversarial techniques across distinct datasets and problem domains should be executed to verify its scalability and
generalizability. Lastly, examining hybrid methodologies that combine DPSPSM with frameworks like Generative
Adversarial Networks (GANs) could facilitate the creation of highly advanced and less perceptible adversarial
perturbations.

Conclusion

In this study, the authors explore a novel strategy that integrates gradient-based adversarial attacks with a constant
Hamming distance, leveraging dynamic programming principles to construct the Dynamic Programming based Sub-Pixel
Score Method (DPSPSM) attack vector. DPSPSM operates efficiently by capitalizing on the linearity present within the
various decision boundaries of the target network. Although contemporary deep learning architectures and optimization
protocols successfully deliver state-of-the-art metrics, they simultaneously introduce structural vulnerabilities to seemingly
trivial input modifications. This susceptibility is demonstrated by DPSPSM, which applies minor yet highly consequential
alterations to inputs, successfully misleading the networks. The presence of these vulnerabilities within highly advanced
deep neural networks highlights critical security considerations and motivates further research into novel defensive
mechanisms. The rapid generation pipeline and the foundational theory governing DPSPSM make it a compelling area of
study. The experimental outcomes validate that the DPSPSM attack successfully misleads the target model, registering a
success rate of 30.45% on the CIFAR-10 test collection and 29.30% on the CIFAR-100 test collection.

The verified potency of the DPSPSM attack in leveraging minimal yet critical perturbations emphasizes the necessity for
engineered DNNs with higher robustness. Despite demonstrating exceptional accuracy on standardized benchmarks,
contemporary models remain susceptible to meticulously formulated adversarial samples, revealing a fundamental
divergence in how DNNs and human beings interpret visual data. To bridge this divide, subsequent studies should
prioritize the engineering of models that more accurately mirror human visual processing, thereby improving their defense
against adversarial interventions. This objective can be pursued by embedding more advanced heuristics or machine
learning strategies that offer a superior prediction of how pixel perturbations affect classification. The DPSPSM attack not
only exposes the structural liabilities of current DNN frameworks but also outlines a development pathway for more
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resilient and computationally efficient adversarial attack methodologies. This research contributes to the ongoing
academic dialogue surrounding adversarial machine learning and stimulates the design of innovative solutions intended
to maximize the security and dependability of artificial intelligence systems. The insights derived from this analysis can
steer future research toward building models that interpret images in a manner congruent with human vision, thereby
upgrading their defensive resilience against such exploits and securing their safe, dependable integration into real-world
settings.

Abbreviations
CNN Convolutional Neural Network
DE Differential Evolution
DL Deep Learning
DNN Deep Neural Network
DP Dynamic Programming
DPSPSM Dynamic Programming based Sub-Pixel Score Method Attack
FGSM Fast Gradient Sign Method
ML Machine Learning
SPSM Sub-Pixel Score Method
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