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Abstract

Machine unlearning is vital for model optimization and privacy preservation, particularly when erasing entire data
classes within classification frameworks. Nonetheless, current approaches frequently suffer from excessive
computational overhead, such as calculating the inverse Hessian, or necessitate availability of the primary training set,
which restricts their real-world utility. To address these limitations, we present Scrub-and-Learn, a category-aware
weight adjusting framework engineered for the efficient removal of class-level information. Formulating unlearning as a
sequential learning objective, our approach utilizes re-encoded labels from target class samples to steer parameter
adjustments, successfully purging targeted information while maintaining the network's remaining capabilities.
Empirical evaluations across several benchmarks show that our technique successfully wipes out designated
categories—limiting the identification rate to under 5%—while maintaining the accuracy of the kept classes within a
4% variance compared to the baseline model.
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Introduction

As machine learning technologies mature, the efficient erasure of sensitive information from models—while ensuring
regulatory adherence and user privacy—has emerged as a vital area of study. Machine unlearning [1-5] has surfaced as
a viable remedy, providing enhancements in privacy security, operational throughput, and model tuning. Through the
selective erasure of target data information, unlearning wipes out sensitive details without necessitating a complete
training restart, thereby defending user confidentiality [6-9], neutralizing adversarial backdoor injections [10, 11], and
satisfying statutory mandates like the GDPR [12]. Furthermore, by purging distorted training data, unlearning refines
model objectivity and interpretability [13, 14], showing its extensive utility.

The objective of machine unlearning is to eliminate the impact of target data from an established model, ensuring its
behavior mirrors a state where it never encountered those samples, all without initiating a complete retraining loop [15].
Within classification objectives, the correlation between whether a model has interacted with a sample and its capacity to
correctly assign its label is intricate. Because of the generalization capabilities inherent in models, unlearning techniques
can preserve high classification accuracy even on unseen validation partitions. Moreover, investigations into core
representative datasets [16-18] indicate that optimizing a network via a compact, highly representative data subset can
still yield robust classification metrics. Consequently, within classification problems, the primary emphasis is directed
toward erasing entire categories rather than isolated data points.
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For classification settings, contemporary unlearning strategies generally follow two distinct trajectories. The initial
trajectory concentrates on network parameters, seeking to purge the information regarding deleted records that resides
within them. These strategies are frequently built upon influence functions [19] and incorporate paradigms like Certified
Removal [20-22]. Such techniques typically necessitate the computation of the inverse Hessian matrix. Even though
alternative approaches approximate this matrix via the Fisher Information Matrix (FIM) [23-25], the computational
overhead remains substantial, restricting their scalability to extensive datasets and deep architectural networks.

The alternative trajectory treats the network as a baseline, formulates an appropriate objective function, and executes the
unlearning process via sequential learning. This strategy bypasses the calculation of the Hessian matrix or the FIM, but
requires an active dataset for ongoing optimization. For example, Variational Bayesian Unlearning [26], Saliency
Unlearning [27], along with related strategies [28-32] depend on access to the primary training data. This constraint
elevates data storage demands, as the training sets must be preserved indefinitely. Conversely, alternative approaches
[33-37] only necessitate the data slated for removal, thereby lowering storage footprints. However, they rely on
supplemental generative networks to synthesize artificial data to offset the absence of the remaining data.

To surmount the hurdles of intensive computational runtimes and high storage demands, we introduce a distinct
unlearning paradigm that sidesteps inverse Hessian matrix operations while successfully purging designated data
classes. Our strategy harnesses the innate forgetting behavior of models during sequential learning, employing a
compact subset of data instances as fresh tasks. Following a brief sequence of parameter updates, the framework
successfully assists the network in forgetting the target data classes.

The primary contributions of this study are detailed below:

1. We introduce Scrub-and-Learn, an innovative machine unlearning framework that achieves targeted erasure
of specific data classes, reinforcing regulatory compliance and privacy protection. In contrast to traditional paradigms,
it operates without requiring inverse Hessian matrix operations, access to primary training sets, or the synthesis of
supplemental datasets.

2. We present a submaximum one-hot label encoding mechanism tailored for unlearning, which attributes a
probability of 1 to the runner-up predicted class and 0 to all alternative positions to signal the elimination of category-
specific features.

3. We analyze the cross-category weight-sharing configurations, demonstrating the ways in which neural
network parameters contribute to multi-class representations. Furthermore, we investigate the dynamics of
catastrophic forgetting during sequential learning, noting how erasing the target category can inadvertently perturb
adjacent classes.

4, Comprehensive evaluations across diverse benchmark repositories, including MNIST, FashionMNIST,
SVHN, CIFAR-10, and CIFAR-100, reveal that Scrub-and-Learn successfully purges target classes while sustaining
the integrity of retained classes. The framework scales robustly across varying dataset volumes and distinct network
configurations.

Related Work

Current machine unlearning approaches routinely encounter obstacles linked to heavy computational demands and
notable data storage overhead. Our introduced rapid unlearning strategy, directed by a compact selection of samples,
draws inspiration from multiple interconnected fields of study.

Machine Unlearning: Ref. [20] leveraged the inverse Hessian matrix calculated across the complete dataset to embed
perturbations into the network weights, aiming to strike an equilibrium between model utility and erasure efficacy.
Nonetheless, calculating the inverse Hessian matrix is computationally demanding and scales poorly to elaborate
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datasets and deep model topologies. To mitigate this issue, ref. [21] recommended saving the inverse Hessian matrix of
the kept data as a statistical summary, thereby easing the computational load during the refinement phase. Other
strategies approximate the Hessian for individual forgotten points using the mean Hessian evaluated across the entire
dataset [22] or substitute it with the Fisher Information Matrix (FIM) [23]. Despite these maodifications, the computational
burden remains high due to the complex nature of the models and data scales. Ultimately, the most sustainable way to
lower computational runtime is to entirely bypass the calculation of the inverse Hessian.

Unlearning approaches that steer clear of Hessian matrix computations typically apply separate loss operations to
retained and forgotten partitions, seeking to eliminate features from the forgotten records while preserving the knowledge
base of the retained ones. For instance, ref. [27] avoided running parameter updates on the retained data, opting instead
to modify only those parameters that exhibited prominent gradients relative to the forgotten data. In a similar fashion, ref.
[29] applied gradient descent steps on the retained samples alongside gradient ascent steps on the forgotten samples.
Ref. [30] modified feature extraction layers based on the feature space distances of the forgotten records while updating
the full set of parameters with the retained data. Nevertheless, these strategies require continuous availability of the
primary training sets, expanding storage needs. To alleviate this, certain methods utilize only a minimal fraction of data
samples. While this shortens the storage footprint, the network still requires data signals to optimize successfully.
Generative models and inversion frameworks are thus deployed to synthesize samples when primary datasets are
unavailable. For example, ref. [33, 34] produced adversarial perturbations designed to maximize model prediction error,
while [35, 36] applied inversion methodologies to recreate both the retained and the forgotten data instances.

Continual Learning: The ongoing integration of sequential information from nonstationary data distributions frequently
triggers catastrophic forgetting or representation interference [38-40]. Catastrophic forgetting [41, 42] describes a sharp
degradation in accuracy on previously mastered tasks following the optimization for a novel task. This deterioration of
older proficiencies becomes more pronounced as the sequence of incoming tasks lengthens [43]. Several researchers
[44, 45] contend that the root cause of catastrophic forgetting stems from a matrix of shared parameters that endows the
network with its powerful generalization traits and graceful performance degradation. In pre-trained architectures, distinct
category features become increasingly orthogonal as the scale expands, which serves to make the network more resilient
against unintended forgetting.

Overcoming catastrophic forgetting represents a foundational hurdle within continual learning research. However,
because unlearning is a deliberate objective, we investigate whether the model's inherent susceptibility to forgetting can
be purposefully directed to wipe out sensitive details. The core challenge lies in maintaining performance across retained
datasets while erasing target sensitive details. Our framework is dedicated to resolving this specific dilemma.

Materials and Methods

In this section, we examine the evolution of network weights throughout the optimization process and analyze the
structural sharing of weights among distinct data classes. Subsequently, we present Scrub-and-Learn, a category-aware
framework designed to rapidly eliminate class-specific knowledge via strategic network weight modification.

Weight dynamics and category sharing

Neural architectures commonly deployed for classification tasks comprise a feature extractor paired with a downstream
classifier. A standard configuration for the classifier involves a fully connected architecture spanning one to three layers.
Prior literature [15] thoroughly examines the dynamics of a classifier utilizing a single fully connected layer. Extending this
foundation, we investigate classifiers constructed with multiple fully connected layers, centering the following analytical
breakdown on a two-layer setup as a representative model.

The classifier receives the feature vector £ R generated by the feature extractor to compute classification decisions.
The activation from the initial layer of the classifier is expressed as h=ReLU(Q% +b1), where Q;ER(") and b, ERM™
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denote the weights and bias vectors of the first connection layer, respectively. The final network output is defined by
$ =softmax(Qoh+by), where Q,ERE™ and h,ERE represent the weights and bias parameters of the output layer,
respectively. Throughout training, the classifier minimizes a cross-entropy loss function via gradient descent to maximize
classification performance.

Based on previous analytical work [15], during both the starting and advanced phases of optimization, the weight
parameters of a single-layer fully connected classifier adjust under the geometric guidance of the Equiangular Tight
Frame (ETF), ultimately converging toward the vertices of the ETF, as illustrated in Figure 1a. A classifier converging to
an ETF vertex guarantees that the cosine similarity between the row feature vectors of distinct classes approaches -1/(C-
1), thereby minimizing their mutual alignment. Consequently, the latent representations of samples belonging to each
distinct category within the final layer become as orthogonal as possible, maximizing class separability in the feature
space.
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Figure 1. Weights gradients of classifiers with different number of layers. (a) Classifier with one fully connected layer. (b)
Classifier with two fully connected layers.

Let the feature vectors extracted from samples across C unique classes be denoted as as X ={£ 0,% 1,..., ¢ 1}€RWE.0),
where £ ¢ represents the extracted feature from a sample of class c, and d indicates the dimensionality of the feature
space. After propagating through the classifier, the gradient governing the first-layer weights \Omega_1 is formulated in
Eq. 1:

Vh =PoH-(A-Y) .(A-Y)- 2T )
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where P represents an element-wise mask regulating parameter updates, H={i%,h1,...,hC-1}ER™O) signifies the first-
layer activations corresponding to the classifier input and contains neuron activation states, Az{gjo,gl,...,@C‘l}G[R(C’C)
denotes the classifier output distributions (softmax probabilities), and Y={y°,y%,...,y¢"1}ERC) embodies the one-hot
target labels corresponding to . This formulation shows that the weight updates in the initial layer are modulated by the

output discrepancies A - Y and the feature vectors 7, illustrating the mechanism by which class correlations dictate
weight modifications.

This mathematical breakdown establishes that within a two-layer fully connected classifier, the behavior of weight
gradients mirrors the single-layer scenario by adjusting class-specific weights according to the underlying ETF geometry.
Specifically, the update path for the weight vector w‘i of class c aligns with the corresponding row feature vector of class
¢, while the weights \omega_i assigned to alternative classes i # ¢ are adjusted in the inverse direction, aligning with prior
findings [15]. However, in comparison to the single-layer baseline, the gradient formulation in Eq.1 incorporates an
additional modulation term P © H. This mathematical component indicates that the parameter update trajectory is not
solely governed by the ETF configuration but also undergoes an intricate sparse recombination, as shown in Figure 1b.
Specifically, P © H dictates the manner in which neuron activations and targeted importance values guide weight
updates, introducing an extra layer of complexity to the optimization dynamics of multi-layer classifiers.

This finding suggests that even though ETF alignment remains a primary driver for class separation, the integration of P
© H brings forth an additional selection system that can impact the speed and efficacy of erasing or maintaining specific
categories during optimization. Deciphering the influence of this term is essential for engineering streamlined unlearning
frameworks that exploit the natural properties of weight evolution within deep classifiers.

We isolate our focus on the weight gradient of the i-th neuron located in the initial layer:

Cll=a)s T 1 e
Ve =[—Q-- ; -:H-{[—Fu’;-xf &)

C—1 1 Pi ]

where h;€RC,i=0,1,...,m—1 represents the row vector of H, composed of the i-th component across {#%,h,...,h<"1}. The
weight gradient derived in Eq. 2 demonstrates that the update step for each individual neuron depends on a sparse
mixture of class features, which are modulated by the joint activation profile pfo h7T Given that neurons in the initial
layer react to shared features spanning separate categories, they naturally fuse information from multiple classes during
the backpropagation sequence. Empirical observations from Figure 2 validate this theoretical insight. The confusion
matrix generated from MNIST data on a classification model utilizing two fully connected layers reveals that separate
blocks of network weights demonstrate distinct class recognition behaviors while highlighting the parameter
dependencies shared across multiple categories. Specifically, the weight block in Figure 2b is mainly responsible for
identifying class 0, yet it frequently misclassifies other categories (such as 2, 3, 5, 8, and 9) as class 0. Conversely, the
weight block in Figure 2c exhibits a high accuracy for identifying class 1, but regularly mistakes classes 2 and 7 for class
1. Both groups of weights exerts a major influence on the classification performance of class 2, indicating that specific
weights serve a cross-functional role across multiple classes.



O'Connor et al. J Trustworthy Explain Intell Syst (2023) 2:28

Page 6 of 22
https://doi.org/10.68159/p389006100 9

() ® o ©
Figure 2. Confusion matrix of MNIST on a classifier. (a) Full model. (b) Only some weights in the first connected layer. (c)
Another part of the weights in the first connected layer.

Category-aware weight modification

Deep neural architectures generally develop class discrimination capabilities by minimizing the cross-entropy loss
between estimated log probabilities and canonical one-hot target vectors. Under this configuration, the one-hot target acts
as a rigid supervision metric, mapping a value of "1" to the correct category index and "0" to all remaining positions. This
target encoding dictates the memory retention of the model by regulating the direction of the gradient stream during
backward propagation. We posit that substituting the target label of an individual category can systematically steer the
architecture to forget that specific class without degrading its capacity to recognize alternative categories.

We introduce Scrub-and-Learn, a category-aware weight modification framework built to erase class-level knowledge
from an already optimized model. This strategy reframes the unlearning process through the lens of continual learning,
treating the deletion target as a fresh objective function for the pre-trained classification network. It exploits the natural
forgetting tendencies of networks undergoing sequential training and employs label-level supervision to drop class-
specific information.

To implement this, we engineer a low-overhead yet efficient forgetting routine that directly alters the structure of the one-
hot label representations. By pinpointing data instances originating from the class designated for erasure and swapping
their target labels with alternative categories derived from the model’'s current logit outputs, we execute class-level
forgetting while preserving the overall training pipeline.

Our routine alters the label assignment step prior to loss estimation, guaranteeing that the model ceases to receive
positive gradient reinforcement for the forgotten class. This mechanism, termed submaximum one-hot encoding, maps a
value of 1 to the specific index representing the second-highest probability output by the model for the samples slated for
deletion, while forcing all other coordinate positions to 0. The complete operational workflow is detailed in Algorithm 1.
This architecture maintains the standard training pipeline while provoking targeted forgetting via altered label-level
supervision. For instance, in a 10-class classification network tasked with erasing class 0, if the output probability vector
is [0.8, 0.01, 0.1, 0.01, 0.01, 0.02, 0.01, 0.01, 0.01, 0.02], the modified target vector becomes [0, 0, 1, 0, 0, O, O, O, O, O].
The gradient calculated from this alternative one-hot vector subsequently drives the adjustments within the network
weights, as shown in Figure 3.
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Figure 3. Category-aware weight modification and submaximum one-hot encoding to the labels of forgotten samples.

During the forward pass, the input corresponding to the target sample triggers the activation of weights most closely
aligned with it, a process captured by the term p“/© pb¢s , where cf denotes the class targeted for removal. The updated
label vector acts as the primary supervisory signal—essential for establishing memory within the architecture—and exerts
a direct influence on the gradient dynamics that typically reinforce class knowledge during training. In our approach, the
original one-hot label of the category to be excised is swapped for a secondary label derived from the model's own
predictions. By eliminating the primary supervisory signal, the network is compelled to realign its focus toward other
classes. Consequently, the gradient of the model weights is diverted from V,, log g, to Ve log g, where I' represents the
selected alternative class. The model subsequently adjusts its parameters to bolster the representation of this new class
rather than the target class, resulting in a progressive attenuation of the original class-specific features. This mechanism
exploits the inherent plasticity of neural networks—where sequential learning can effectively overwrite previously stored
information—and reformulates the act of forgetting as a directed relearning procedure. Our label-based redirection
provides a concise and robust method for category-specific erasure while ensuring the structural integrity of the learning
pipeline remains intact.

We also investigated two supplementary encoding strategies for forgetting. The first is random one-hot encoding, where a
randomly chosen index in the encoding vector (corresponding to a category not targeted for removal) is set to 1, while all
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other indices remain 0. For example, when unlearning class 0, the encoding for a class-0 sample might be expressed as
[0,s,8,8,8,8,8, 8, S, S], where a randomly selected s is assigned a value of 1. However, this introduces stochasticity into
the encoding process, causing the weights to receive inconsistent supervisory signals at each iteration. This also results
in a substantial shift in the model’s loss function, expressed in Eq. 3:

L=—Y velog(i) = —log(i:) = —log(ir) (3)

As a result, the model's accuracy on the retained dataset degrades. The second method is all-zero encoding, where the
supervisory signal for the target category is a vector containing only zeros. For instance, in this configuration, samples
from class 0 are encoded as [0, 0, 0, 0, 0, 0, O, 0, O, O]. However, this results in a constant loss of 0, as defined in Eq. 4:

L=—Y fclog(ie) =0 (4)

This eliminates the learning signal entirely, rendering the model incapable of successfully forgetting the target data.

As illustrated in Figure 4, the accuracy of VGG16 on CIFAR-10 following the unlearning process is presented separately
for retained data (shown in the top portion of each subimage) and forgotten data (shown in the bottom portion). The
horizontal axis k represents the cumulative number of iterations, the vertical axis corresponds to batch size, and the color
gradient represents the mean accuracy across 30 trials. Each subimage corresponds to a distinct encoding strategy: (a)
submaximum one-hot encoding effectively purges class 0 while maintaining performance on retained data; (b) random
one-hot encoding successfully forgets the target but simultaneously impairs accuracy on retained classes; and (c) all-zero
encoding fails to clean the class 0 data, with accuracy remaining at approximately 60% after 10 iterations, demonstrating
its ineffectiveness.
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Figure 4. Network performance on the forgetting task using different encoding strategies: (a) submaximum one-hot
encoding, (b) random one-hot encoding, and (c) all-zero encoding.

Compared to entropy maximization or techniques based on adversarial perturbations, our method ensures stable
unlearning with minimal disruption to existing knowledge by selectively replacing labels with the second-highest predicted
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category. This approach prevents the introduction of excessive volatility or instability into the neural network. Furthermore,
unlike adversarial strategies that depend on intricately constructed noise, our approach is straightforward, efficient, and
less prone to compromising general model performance.

Challenges in the unlearning process

Because network weights are shared across diverse categories, samples from the forgotten class primarily modify the
parameters most relevant to them. However, as the network learns subsequent tasks, these shared weights undergo
continuous adjustment, which can lead to the catastrophic forgetting of retained data.

We experimentally replicated the one-epoch forgetting sequence across various datasets and architectures. A new task
requires the pre-trained classifier to purge class-0 samples. To assess the unlearning behavior, we partitioned the test
dataset into two segments: a "forgetting set" consisting exclusively of class-0 samples and a "retention set" consisting of
samples from all other classes. The total number of iterations k is defined as k=Num_samples/batchsize, where
Num_samples denotes the total quantity of samples utilized during the unlearning task. In these experiments, both k and
\text{batchsize} varied from 1 to 10, with the exception of the CIFAR100 dataset, where k took values from the set {3, 6, 9,
12, 15, 18, 21, 24, 27, 30}. In the i-th trial, the sample index range was [i»10,x10+Num_samples]. For every batch size
and iteration count, classification accuracy was averaged over 30 independent runs to enhance robustness and ensure
comprehensive sample coverage. Figure 5 illustrates the complete experimental results, where each subgraph
corresponds to a specific model-dataset pair. In each subgraph, the top panel depicts accuracy on the retention set, while
the bottom panel depicts accuracy on the forgotten set, with the axes and color scale representing iteration count, batch
size, and accuracy levels, respectively. As previously noted, networks trained sequentially typically undergo catastrophic
forgetting within a single cycle. Notably, the model displays a sequential forgetting dynamic: it discards samples from the
forgetting set first, followed by a gradual reduction in accuracy for the retained set.
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Figure 5. The performance of the model after continued learning on different data—model pairs. The forgotten set data are
forgotten first, and then the retained set data are forgotten.

Consequently, when a model unlearns a specific category in a continual learning context, the primary challenge is to
effectively balance targeted data removal with the preservation of performance on retained classes. It is critical to
terminate the unlearning task before catastrophic forgetting begins to compromise the retention set, thereby maintaining
an optimal equilibrium between forgetting and retention.

Sample selection for unlearning

As a model proceeds with ongoing training, any significant divergence in the new objective—such as moving from
identifying cat breeds to categorizing bird species—requires a training set for the new iteration that is equal to or larger
than the previous one. These inputs are critical for the model to successfully adapt to the new requirement. Within a
continual learning paradigm, the deletion of a specific class is treated as the inception of a fresh task that omits that
category. For instance, if the goal is to purge class 0 while keeping the classification logic for all other classes intact,
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those remaining classifications are viewed as a holdover from the original task. The inherent connection between the
original and subsequent tasks suggests that the new training inputs are effectively drawn from the original dataset.
Moreover, to avoid "catastrophic forgetting"—the loss of previously acquired knowledge—the number of training cycles
must be constrained; consequently, only a sparse set of samples is required to execute the unlearning process effectively.

Empirical testing suggests that the ideal sample size for a new task should not exceed 5C, where C represents the total
number of classes. Our trials indicated that deploying smaller batch sizes accelerated the unlearning procedure.
Specifically, batch sizes beneath 10 for a 10-class dataset and beneath 20 for a 100-class dataset yielded optimal results.
Conversely, when the iteration limit surpassed 5 for the 10-class case or 20 for the 100-class case, the model's
proficiency on the retained data declined sharply. Thus, these thresholds serve as recommended heuristic guidelines.

If the algorithm causes the model’s retention accuracy to dip when trained solely on the targeted "forgotten" samples,
incorporating a subset of retained class samples can counteract this drop. Figure 6 demonstrates how, with VGG16
continuing its training on CIFAR-10 using a consistent total sample count, the composition of the sample categories
influences performance. The X-axis represents the aggregate number of samples. The figure shows (a) containing only
the deleted category, while (b) integrates representative samples from the preserved classes. Red markers highlight that
the model can successfully erase class 0 when the total sample size is 13 and the batch size is 4. Including samples from
the retained classes clearly stabilizes the model’s retention performance.
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Figure 6. The forgetting performance of VGG16 under different training sample sizes: (a) includes only the forgotten class
samples; (b) includes both the forgotten and retained class samples.

Experiment

This section delineates the experimental configuration, the operational workflow, and the finalized outcomes. Our primary
ambition is to confirm the efficacy of the proposed mechanism and benchmark it against current high-performance
methods across various datasets.

Experimental setting
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We tailored the network architectures to match the complexity of the tasks associated with each dataset. For MNIST [46],
we utilized MLP and LeNet [46] classifiers. Regarding FashionMNIST [47], the testing involved MLP, LeNet, and AlexNet
[48] models. For SVHN [49], we deployed AlexNet, VGG11 [50], and ResNetl18 [51] networks. The CIFAR10 [52]
assessments utilized VGG16, ResNet34, InceptionV3 [53], and VIiT-S [54] classifiers. For the CIFAR100 dataset, we
integrated VGG16, ResNet50, InceptionV3, and ViT-S architectures.

To test the robustness of our approach in privacy-sensitive domains, we extended our experiments to the Augmented
Skin Conditions Image (ASCI) dataset [55], which consists of clinical dermatological images spanning six distinct
conditions.

All models were developed in PyTorch and trained via stochastic gradient descent (SGD). To provide a clear baseline, we
trained each network from scratch using standardized hyperparameter settings. We established momentum at 0.9, weight
decay at 0.0005, and an initial learning rate of 0.1, utilizing CosineAnnealingLR for dynamic adjustment. Models for
MNIST, FashionMNIST, and SVHN were trained over 100 epochs with a batch size of 256. CIFAR10 and CIFAR100
models were trained for 200 epochs with a batch size of 128. Once baselines were established, we applied our sample-
guided fast unlearning procedure to excise a specific class.

For single-class trials, class 0 was chosen as the target for removal. On MNIST, FashionMNIST, and SVHN, we randomly
sampled eight instances of class 0, utilizing a learning rate of 0.01 and a batch size of 4. For CIFAR-10, we combined one
sample from each preserved class with four samples of the forgotten class, using a learning rate of 0.05 and the same
batch size. For CIFAR-100, one sample per retained class and ten from the target class were used, with a learning rate of
0.2 and a batch size of 16. For multi-class trials, we targeted classes 0 and 4 in the 10-class dataset and 20 randomly
selected classes for the 100-class dataset. For MNIST, FashionMNIST, and SVHN, we drew eight samples per forgotten
class at learning rates of 0.01 and batch sizes of 8, 6, and 2, respectively. CIFAR-10 used one sample from each retained
class and four per forgotten class (LR 0.05, batch size 4), while CIFAR-100 used one sample per retained class and four
per forgotten class (LR 0.5, batch size 16). All optimizer settings mirrored the original training phase.

The computational infrastructure consisted of a Linux server featuring two Intel® Xeon® Silver 4214R CPUs (24 cores/48
threads), 440 GB RAM, and an NVIDIA GeForce RTX 3080 Ti GPU (12 GB VRAM). The environment was configured with
Python 3.8, PyTorch 1.10.0 (CUDA 11.3/cuDNN 8.2), and Ubuntu 20.04 LTS.

Evaluation of unlearning networks

Tables 1 and 2 detail the accuracy metrics for both baseline and unlearning models regarding preserved versus removed
data. By selecting 30 sample groups via the aforementioned indexing technique, we captured the peak accuracy for each
set. The findings in Table 1 reveal that our algorithm maintained strong performance across diverse architectures for
single-class removal. In every case, the "forgetting accuracy” stayed below 5%, with the variance between original and
post-unlearning accuracy on retained data remaining under 4%. Table 2 indicates that erasing two categories in a 10-
class dataset produces results parallel to single-class removal. However, removing 20 categories from the 100-class
dataset caused a more noticeable dip in retained accuracy. This likely stems from the higher volume of parameter
updates required for broader removals, which can inadvertently compromise the model's overall generalization capability.

Table 1. The performance of single-class unlearning evaluated across multiple datasets and various networks.

Dataset Architecture AAcc_R Unlearned Model Unlearned Baseline Model Baseline Model
(%) 1 Accuracy on Model Accuracy  Accuracy on Accuracy on
Forgotten Data on Retained Forgotten Data Retained Data
Acc_F (%) | Data Acc_R (%) Acc_F (%) Acc_R (%)

MNIST MLP -0.45 1.22 98.04 99.39 98.49
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LeNet
FashionMNIST MLP
LeNet
AlexNet
SVHN AlexNet
VGG11
ResNet18
CIFAR10 VGG16
ResNet34
InceptionV3
ViT-S
CIFAR100 VGG16
ResNet50
InceptionV3
ViT-S
ASCI ResNet50

ViT-S

(2023) 2:28
-0.52 0.00
-1.35 1.30
-0.65 2.00
-2.66 2.20
-1.24 4.58
-0.36 0.23
-1.77 3.15
-0.02 0.00
-1.77 0.70
-1.40 4.90
-2.65 3.10
-0.54 0.00
-1.45 1.00
-2.98 0.00
-3.52 0.00
-3.75 2.53
-2.75 3.80

98.57

89.14

90.18

89.84

92.73

95.32

94.40

89.50

87.33

91.91

93.19

64.45

64.60

72.17

79.26

94.25

94.25

99.59

86.20

87.50

87.50

94.38

96.62

96.62

92.80

91.00

93.80

97.10

86.00

88.00

88.00

92.00

92.41

94.94
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99.09
90.49
90.83
92.50
93.97
95.68
96.17
89.52
89.10
93.31
95.84
64.99
66.05
75.15
82.78
98.00

97.00

Table 2. The performance of multi-class unlearning evaluated across multiple datasets and various networks.

Dataset Network
Architecture
MNIST MLP
LeNet
FashionMNIST MLP
LeNet
SVHN VGG11
ResNet18
CIFAR10 VGG16
ResNet34

Change in

Retained

Accuracy
AAcc_R (%)

1

-1.08

-1.84

0.00

-0.03

-2.05

-0.57

0.45

-1.42

Unlearned
Model
Accuracy on
Forgotten
Samples Acc_F

(%) |
4.17
3.56
3.60
4.20
0.02
1.89
0.44

3.50

Unlearned
Model

Accuracy on

Retained
Samples
Acc_R (%)

97.44
97.20
91.23
91.68
94.25
95.50
89.91

87.74

Baseline
Model

Accuracy on

Forgotten
Samples
Acc_F (%)

98.83
99.54
85.40
84.60
95.62
96.86
91.40

89.80

Baseline
Model
Accuracy on
Retained
Samples
Acc_R (%)

98.52
99.04
91.23
91.71
96.31
96.07
89.46

89.16
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CIFAR100 VGG16 -13.94 0.10 50.66 67.60 64.60

ResNet50 -8.25 4.65 57.59 68.00 65.84

Significantly, the medical imaging data (Table 1, bottom rows) confirms that our method successfully balances rapid
unlearning with the preservation of classification accuracy on retained content, validating its utility for privacy-focused
real-world applications.

Comparison with other unlearning methods

Table 3 evaluates the proposed framework against contemporary state-of-the-art techniques, including PBU [7], GKT
[33], WF-Net [31], and NG-IR [34], utilizing the MNIST, SVHN, CIFAR-10, and CIFAR-100 datasets. Whereas alternative
methodologies triggered a substantial degradation in accuracy on the retained datasets, our strategy minimized the
adverse effects on the model's preservation performance. All benchmark models were analyzed under an identical class-
level erasure task, utilizing the performance metrics reported in their respective original publications.

Table 3. Comparison of single-class unlearning with state-of-the-art methods on MNIST, SVHN, CIFAR10, and

CIFAR100.
Dataset Approach Architecture Change in Post- Post- Baseline Baseline
Retained Unlearning Unlearning  Accuracy on Accuracy on
Accuracy Accuracy on  Accuracy on Forgotten Retained
AAcc_R (%) Forgotten Retained Data Data Acc_F Data Acc_R
1 Data Acc_F Acc_R (%) (%) (%)
(%) |
MNIST PBU ResNet18 -2.76 0.21 96.24 99.19 99.00
AIICNN -1.09 0.07 98.40 99.37 99.49
ResNet34 -3.43 0.01 96.02 99.43 99.45
GKT (zero- AIICNN -0.72 0.00 97.12 99.61 97.84
shot)
LeNet -2.36 0.00 95.79 99.59 98.15
ResNet9 -4.00 0.00 94.57 99.10 98.57
WEF-Net VGG16 -26.40 0.00 73.20 99.60 99.60
ResNet18 -5.60 9.68 94.00 99.60 99.60
ViT-T -5.40 0.00 93.50 98.90 98.90
Proposed MLP -0.45 1.22 98.04 99.39 98.49
Method
LeNet -0.52 0.00 98.57 99.59 99.09
SVHN  GKT (zero- AlICNN -2.09 0.00 92.43 95.16 94.52

shot)



O'Connor et al. J Trustworthy Explain Intell Syst (2023) 2:28

Page 14 of 22
https://doi.org/10.68159/p389006100 9

LeNet —-7.42 0.00 78.27 81.42 85.69

ResNet9 -43.32 0.00 39.44 87.11 82.76

Proposed AlexNet -1.24 4.59 92.73 94.38 93.97
Method

VGG11 -0.36 0.23 95.32 96.62 95.68

ResNet18 -1.77 3.15 94.40 96.62 96.17

CIFAR10 PBU ResNet18 -10.38 4.50 66.16 71.82 76.54

AlICNN -8.77 1.04 76.15 79.64 84.92

ResNet34 -8.10 0.59 68.61 68.52 76.78

GKT (zero- AIICNN -12.08 0.00 81.97 87.49 94.05

shot)

LeNet -18.48 0.00 41.32 62.25 59.80

ResNet9 -28.00 0.00 56.83 88.50 84.83

NG-IR ResNet18 —-6.26 0.00 71.60 81.01 77.86

AlICNN -8.74 0.00 73.90 91.02 82.64

WF-Net VGG16 -12.80 18.30 80.20 93.00 93.00

ResNet18 -14.20 9.25 79.70 94.00 93.90

VIiT-T -4.50 0.00 73.50 78.00 78.00

Proposed VGG16 -0.02 0.00 89.50 92.80 89.52
Method

ResNet34 -1.77 0.70 87.33 91.00 89.10

InceptionV3 -1.40 4.90 91.91 93.80 93.31

ViT-S -2.65 3.10 93.19 97.10 95.84

CIFAR100 PBU ResNet18 -6.51 1.50 69.55 80.11 76.06

ResNet50 —6.66 0.33 69.29 78.44 75.95

ResNet34 -9.87 0.17 65.34 84.00 75.21

NG-IR ResNet18 -3.32 0.00 75.36 83.00 78.68

MobileNetV2 -1.67 0.00 75.76 90.00 77.43

WF-Net VGG16 -12.80 18.30 80.20 93.00 93.00

ResNet18 -14.20 9.25 79.70 94.00 93.90

VIT-T -4.50 0.00 73.50 78.00 78.00

Proposed VGG16 -0.55 0.00 64.44 86.00 64.99
Method

ResNet50 -1.46 1.00 64.60 88.00 66.05
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InceptionV3 -2.98 0.00 72.17 88.00 75.15

VIT-S -3.52 0.00 79.26 92.00 82.78

Analyze the impact of learning rate on the unlearning methods

This analysis investigated how varying the learning rate affects the unlearning algorithm, using a VGG16 classifier trained
on the CIFAR10 dataset. During the eradication of class 0, all environmental variables were held constant while the
learning rate was incrementally adjusted from 0.01 to 0.1, with a step size of 0.01 (0.01, 0.02, 0.03, \dots, 0.1). Figure 7
demonstrates the unlearning performance observed across these different learning rates. The choice of learning rate
primarily dictated the number of optimization steps required to achieve erasure; specifically, elevated learning rates
corresponded to a reduced number of iterations. In practical deployment, selecting an appropriate learning rate
necessitates navigating a delicate trade-off between complete data erasure and knowledge retention.
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Figure 7. The performance of the model after forgetting learning with different learning rates on CIFAR10.

T-SNE visualization of the classification results of the unlearning model

This experiment explored the structural changes induced by our unlearning method on LeNet architectures trained on the
MNIST dataset. By applying the intended erasure pipeline, we generated two distinct unlearning variants: a single-class
forgetting model (targeting class 0 exclusively) and a multi-class forgetting model (targeting both class 0 and class 4).
Figure 8 maps the classification boundaries of the baseline model (a), the single-class unlearning variant (b), and the
multi-class unlearning variant (c) via t-SNE dimensionality reduction. The visualizations reveal that the proposed erasure
method forces the model to reassign data from the forgotten category to alternative classes. This is achieved by
systematically suppressing the second-highest confidence encoding within the sample labels, thereby shifting the model's
comprehensive decision boundaries as highlighted by the black dashed circle.
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Figure 8. t-SNE visualization of the classification results of the LeNet model on the MNIST dataset: (a) original model, (b)
unlearning class 0, (c) unlearning class 0 and 4.

Results and Discussion
Method analysis

This section contextualizes our findings within the broader landscape of existing unlearning techniques, examining both
the structural benefits and the constraints of the proposed architecture. In comparison to influence-based erasure
techniques [20-23] and sample-heavy methodologies [26-32], our protocol provides a straightforward and potent
alternative for class-targeted unlearning.

Influence-based paradigms depend on second-order statistical profiles or influence functions to determine parameter
sensitivity. While rigorous, these strategies incur steep computational costs due to the necessity of calculating or
approximating the Fisher Information Matrix or Jacobian—Hessian products, which generally restricts their deployment to
shallow networks. Conversely, our approach circumvents this computational bottleneck by operating directly within the
label space—substituting the true label with the model's secondary prediction choice—to trigger erasure. This architecture
streamlines the unlearning phase by removing the necessity for second-order derivative tracking and complex retraining
loops.

When contrasted with retraining-centric frameworks like SISA [56], which demand structural network partitioning and the
sequential retraining of isolated submodels, our method leverages a lightweight fine-tuning pipeline governed entirely by
altered label inputs. This design mitigates hardware strain and increases compatibility with deep network models and
heterogeneous data structures.

Data-driven unlearning frameworks typically apply gradient ascent or loss maximization strategies to force data omission
during fine-tuning or retraining phases. However, these paradigms require access to the comprehensive original dataset
or necessitate the creation of massive synthetic data pools. Our framework markedly lowers these data volume
requirements. Furthermore, unlike strategies that demand a complete training reset or prolonged fine-tuning intervals, our
methodology delivers an efficient, plug-and-play unlearning mechanism for pre-trained networks.

Empirical verification across multiple distinct benchmarks confirms that our method reliably drives classification accuracy
for targeted classes down to \le 5\% while restricting the accuracy drop on retained classes to \le 4\%.
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Limitations and future work

Despite encouraging validation metrics, the proposed strategy has certain limitations. First, the framework is specialized
for class-level erasure and lacks support for instance-level or feature-level unlearning, which are crucial for granular data-
removal scenarios. Second, the algorithm's performance deteriorates when tasked with the concurrent removal of multiple
distinct classes. Expanding the volume of target classes introduces a wider array of affected parameters, which can
noticeably degrade the model's systemic performance. Third, this research centers on the empirical evaluation of
unlearning performance and lacks formalized, provable privacy guarantees. These dimensions require deeper
investigation.

In subsequent research, we intend to mitigate these challenges by adapting our framework to handle multi-class and
sequential unlearning tasks, where multiple categories are expunged from the network dynamically or consecutively. We
also plan to refine the methodology by integrating parameter-importance metrics to boost both accuracy and
interpretability. Additionally, we aim to investigate adaptive label-substitution methods that better preserve inter-class
correlations, alongside establishing theoretical boundaries for data erasure. Finally, we intend to test the viability of our
framework in broader landscapes, such as large language models and privacy-critical commercial software.

Conclusion

In this study, we introduced Scrub-and-Learn, an innovative unlearning framework that successfully erases knowledge
linked to specific data classes without requiring complex Hessian inverse computations. By exploiting submaximum one-
hot encodings and utilizing a highly constrained data footprint, Scrub-and-Learn forces the network to forget target
categories while maintaining structural integrity over preserved data classes. Comprehensive experimentation across
numerous datasets and network topologies establishes the efficiency and potency of Scrub-and-Learn within single-class
unlearning paradigms. These findings underscore the functional utility of our framework as a secure, precise, and
scalable solution for deep model unlearning.

Abbreviations

The following abbreviations are used in this manuscript:

FIM Fisher Information Matrix
ETF Equiangular Tight Frame
RAM Random-access memory
GPU Graphics Processing Unit
VRAM Video RAM
CUDA Compute Unified Devices Architecture
PBU Partially Blinded Unlearning
GKT Gated Knowledge Transfer
WF-Net Weight Filtering-Net
NG-IR Noise Generation-Impair Repair

ASCI Augmented Skin Conditions Image
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